THE PERSONAL DATA PROCESSING
AGREEMENT

1. The Partner undertakes to process
Unilever's Personal Data in accordance with
the Data Protection Legislation, the terms
of this Personal Data Processing Agreement
(hereinafter referred to as the
«Agreement»), as well as the relevant
Processing Instructions.

@ 2. TERMS AND DEFINITIONS

2.1 In this Agreement, unless the context
otherwise requires:

Unilever means LLC "Unilever Rus", which
is an operator of personal data in
accordance with Article 3 of the Federal Law
dated July 27, 2006 No. 152-FZ "On Personal
Data";

Unilever Personal Data means Personal
data provided or made available to the
Partner by Unilever or a Unilever Group
Company in connection with concluded
contracts between Unilever and the Partner,
or processed by the Partner on behalf of
Unilever;

Data Protection Legislation means the
current legislation of the Russian Federation
on the protection of personal data and the
regulatory legal acts adopted in accordance
with it, as well as other applicable
legislation establishing requirements for the
processing and protection of personal data;

Processing Instructions means the
instructions for Processing Unilever Personal
Data, as set out in this Agreement and in
the Contracts between Unilever and the
Partner (for example, an Order for the
processing of personal data), and otherwise
as provided in writing by or on behalf of
Unilever to the Partner from time to time;

Data breach means any security breach
resulting in accidental or unlawful
destruction, loss, alteration, transfer
(provision, dissemination, access) of any

COrN1ALLUEHME OB OBPABymgWW

MEPCOHAJIbHbIX OAHHbIX

1. MapTHep obs3yeTcs
ocyLecTBNATL 06paboTKy MepCcoHaNbHbIX
OaHHbIX KOHMNEeBep B COOTBETCTBUM C
3aKoHOOaTeNbCTBOM O 3allUUTE [HOaHHbIX,
ycnosmsaMM HacTosuwero CornaweHus o6
obpaboTke nepcoHasbHbIX AaHHbIX (Oanee
- «CornaweHume»), a Takxe
cooTBeTCTBYOWMMN  UNHCTPYKUMAMU MO
obpaboTke.

2. TEPMUHbI N ONPEJENEHNA

2.1 TepMuUHbI " onpepneneHus,
npuMeHsemble B HacToswem CornawleHun,
NCMOMb3YITCA B CaefylolleM 3HadeHun,
eCc/In NHoe He cylefyeT N3 KOHTeKCTa:

OHuneBep - OO0 «HOHUNeBep Pycb»,
apnsoweecad OnepaTopoM NepcoHaabHbIX
OaHHbIX B COOTBETCTBUWM CO CTaTben 3
®epepasnbHOro 3akoHa ot 27.07.2006 r.
Ne152-93 «O nepcoHasbHbIX OaHHbIX»;

MepcoHanbHble paHHble OHunNeBep -

lMepcoHanbHble OaHHble, KOTopble (MK
OOCTYyn K KOTOpbIM) NpenoCcTaBisalTCA
MapTHepy HOHWNeBEp WAM  KOMMaHUEN

rpynnbl Unilever B CBSI3M C 3aKJIIOYEHHbLIMU
C MapTHepom noorosopamu, nmbéo
obpabaTbiBaemble MapTHepom no
nopydyeHuio KOHnNeBep;

3aKkoHoOAaTeIbCTBO O 3aLLUTE AaHHbIX -
OencTBylOlWlEee 3akoHoAaTeNnbCTBO PP o
3aunTe NepCcoHasbHbIX DaHHbIX n
NPpUHATBIE B COOTBETCTBUM C  HUM
HOpPMaTMBHbIE MPABOBLIE aKTbl, @ TakXxe
MHOEe T[PUMEHMMOE  3aKOHOZATeNbCTBO,
yCTaHaBJ/IMBaloLLee TpeboBaHusA no
obpaboTke K 3awmMTe NEepcoHasbHbIX
OaHHbIX.

UHcTpyKuum no obpaboTke -
MHCTPYKUMK no ObpaboTke lMepcoHasbHbIX
DaHHbIX HOHWUNeBep, cogepXxawmecs B
HacTosLeM CornaweHunun "
COOTBETCTBYIOLLMX [orosopax,
3aK/Ilo4YeHHbIX  Mexay  HOHuneesep U
MapTHepom (Hanpumep, [lopyyeHne Ha
06paboTKy nepcoHaNbHbIX OaHHbIX), Anbo
nepnoanyeckmn npenocTaBssieMble B
MMcbMeHHoON popMme KOHMneBep nam oT ero
nuMeHn MNapTHepy;

YTeuka paHHbIX - Jwoboe HapyweHue
6e3omacHOCTK, NpMBOASALLEE K CllyYalHOMY
WA  HENpPaBOMEPHOMY  YHUYTOXKEHMUIO,
noTtepe, N3MEHEHNIO, nepepaye
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personal data;

Data Protection Losses, Losses means
all liabilities and amounts, including all: (a)
costs (including legal costs), claims,
demands, actions related to the processing
of personal data; (b) fines and penalties
imposed by public authorities in connection
with violations of the personal data
processing procedures or confidentiality and
security requirements; (c) any
compensation paid to the data subjects; and
(d) the costs of rectification or restoration of
Unilever Personal Data.

o 3. GENERAL PROVISIONS ON
E THE PROCESSING OF
UNILEVER PERSONAL DATA
3.1 The Partner has the right to process
Unilever personal data on behalf of Unilever

or in order to fulfill its obligations under the
contract between the Partner and Unilever.

3.2 The Partner guarantees the provision of
the conditions for the processing of Unilever
Personal Data established by Art. 6 of the
Federal Law of 27.07.2006 N 152-FZ "On
Personal Data", the Order of the FSTEC of
Russia of 18.02.2013 N 21 "On Approval of
the Composition and Content of
Organizational and Technical Measures to
Ensure the Security of Personal Data during
Their  Processing in  Personal Data
Information Systems", the Decree of the
Government of the Russian Federation of
01.11.2012 N 1119 "On Approval of
Requirements for Protection of Personal
Data", the Government Decree of the
Russian Federation from 01.11.2012 N 1119
"On Approval of Requirements for Protection
personal data when they are processed in
personal data information systems".

3.3 The Partner is obliged to process
Unilever Personal Data in accordance with
the Processing Instructions and for the
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Uniloaser
(NnpenocTaBneruto, pacnpocTpaHeHno,
LOCTYMy)  Kakux-imbo  MepCcoHasibHbIX
AOaHHbIX;
Ywep6 oOT HapywieHUs  3alLMUThbI
AaHHbIX, Yuwep6b - BCE BUAbI

OTBETCTBEHHOCTU W BCE CYMMbl, BKJO4Yas:
(a) pacxombl (B TOM 4ucne cyaebHble
VI3,D,ep)KKVI), BO3HUKLUME B CBA3U C N0ObIMU
npeTeH3naMn, TpeboBaHUAMKU, UCKaMW,
CBA3aHHbIMWU C nopsakom  obpaboTku
MepcoHasbHbIX HaHHbIX; (6) wTpadbl w©
CaHKLMW, HaJI0OXKEHHbIE
rocygapCTBEHHLIMU OpraHaMm B CBSA3U C
HapyLeHNaMK rnopsgka 0bpaboTku
NMepcoHasbHbIX AaHHbIX WU TpeboBaHWUI
no obecne4vyeHmno NX KOHPNIAEHLNATBHOCTH
n 6esonacHocTk; (B) Nobble KomneHcauum,
BblMJla4YeHHble CybbekTaM MNepCoOHasIbHbIX
OaHHbIX; KU (r) pacxodbl Ha wucnpaBaeHue
nnm BOCCTaHOBJIEHUE MepcoHanbHbIX
OaHHbIX KOHUNeBep.

3. OBLUME NMOJIOXKEHUA OB
OBPABOTKE MEPCOHAJIbHbIX
AAHHbIX IOHWUJIEBEP

3.1 [lapTHep Bnpase
rnepcoHasbHble daHHble KOHunesep no
nopydyeHuto HHunesep, nmbo B Uenax
BbIMOSIHEHNA CcBOouMX 06sA3aTensCTB  NO
Jorosopy, 3aKJII04YEeHHOMY Mexxay
MapTHepoM 1 KOHUNeBep.

obpabaTbiBaTb

3.2 TMapTHep rapaHTupyeT obecrnedyeHune
yCcnoBun 06paboTku lMepcoHanbHbIX
JaHHbIX FOHMNeBep, YCTaHOBAEHHbIX CT. 6
®depepanbHOro 3akoHa ot 27.07.2006 N
152-®3 «O nepcoHasbHbIX  OaHHbIX»,
Mpukasom ®CTIK Poccum ot 18.02.2013 N

21 «06 yTBepxaeHun CocTaBa WU
cogepxxaHusa OpraHn3aUMoOHHbIX "
TexHn4yeckux Mep Mo  obecneyeHuto

6e3onacHocTHn nepcoHaJiIbHbIX AaHHbLIX Mpn

mx obpaboTke B  UHGPOPMALMOHHBIX
cucTemax MepcoHasbHbIX OaHHbIX>,
MocTaHoBNEHNEM MpaBuTesbCTBa

Poccuinckon ®epepaunn ot 01.11.2012 N
1119 «0O6 yTBepxaeHun TpeboBaHUN K
3alUNTE MepCOHasIbHbIX OaHHbIX MPU UX
06bpaboTke B MHGPOPMALNOHHBIX CUCTEMAX
NMepcoHasbHbIX AaHHbIX».

3.3 TMapTHép o06A3yeTca oOCyLWeCcTBUTb
obpaboTky MNepcoHanbHbIX AaHHbIX
KOHunesep B COOTBETCTBUM C
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purposes defined thereon.

3.4 In the event that the Partner is not sure
of any parameters or legality of the
instructions emanating from Unilever, the
Partner is obliged to contact Unilever as
soon as possible for explanations or
additional instructions.

3.5 The Partner undertakes to:

3.5.1 comply with principles and rules on
processing of personal data enshrined in the
Data Protection Legislation;

3.5.2 promptly notify Unilever about any
circumstance where it is unable to comply
with the Data Protection Legislation or any
actual or potential changes to the Data
Protection Legislation;

3.5.3 Immediately notify Unilever if The
Partner becomes aware of any
unauthorized, illegal or dishonest actions or
activities of the Partner or its employees,
contractors, subcontractors, agents,
representatives or other third parties, as a
result of which there may be a violation of
the current Data Protection Legislation or
the threat of such violation.

3.5.4 Respect the confidentiality of Unilever
Personal Data as well as the requirements
stipulated by Part 5 of Art. 18 and Art. 18.1
of the Federal Law of 27.07.2006 N 152-FZ
"On Personal Data”;

3.5.5 Ensure the security of Unilever
Personal Data in accordance with the
requirements of Data Protection Legislation,
including those specified in Article 19 of the
Federal Law of 27.07.2006 No. 152-FZ "On
Personal Data”;

3.5.6 Carry out activities related to ensuring
the confidentiality and security of personal
data in accordance with the requirements of
the legislation of the Russian Federation in
the field of licensing certain types of
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NHCTpyKkumamMm no obpaboTke n B LENAX,
KOTOpble B HUX OnpeaeneHsbl.

3.4 B cny4ae, ecnn lMapTHep He yBEPEH B
KakKnx-nnbo napameTpax WM 3aKOHHOCTW
WHCTPYKUMN, ucxopsawmx ot HOHunesep,
MapTHep 06f3aH B KpaT4yalWwun CPOK
0bpaTuTbCs K KOHMNEBEpP 3a MOACHEHUSMMU
NN [OMOJIHNTENBbHLIMUN NHCTPYKUNAMN.

3.5 MapTHép obasaH:

3.5.1 CobnogaTb NpUHUMNBLI WU MpaBuaa
0bpaboTku rnepcoHasbHbIX OaHHbIX,
npenoycMoTpeHHble 3akoHOAATENbCTBOM O
3alKMTe OaHHbIX;

3.5.2 He3amegnntenbHO n3BeLlaTb
lOHnneBep o nObbIX CUTyaumnsx, Korpaa
MapTHep He nmeeT BO3MOXXHOCTMU
cobntopgath 3aKoHOOATENbCTBO O 3alluTe
OaHHbIX, BKJOYas nobble Tekywune unm
noTeHuUnanbHble n3MeHeHns B
3aKOHOOaTeNbCTBE;

3.5.3 HesamepnurtenbHo yBeLOMUTb
KOHuneBep, ecin eMy CTaHeT U3BECTHO O
nobbIX HECaHKLMNOHUPOBAHHbIX,
HE3aKOHHbIX WM HeYeCTHbIX OeNCTBUAX
nnn peatenbHocTn [lapTHepa wau ero
paboTHMKOB, noapsaa4nKoB,
cybnonopsaymkos, areHToB,
npencTaBuUTeNen NN NHbIX TPETbUX NnL, B
pesynbTaTe KOTOPbIX BO3MOXXHO
HapyLlleHne OENCTBYIOLLLEro
3aKoHoOaTeNbCTBa O 3alMTe AAHHbLIX UK
yrpo3a Takoro HapyLleHus.

3.5.4 CobnopgaTtb KOHMpMAEHLNANBLHOCTb
MepcoHanbHbLIX AdaHHbIX HOHUNeBep, a
Takxxe TpeboBaHMsA, NPeayCMOTPEHHLIE 4.5
CT. 18 1 c1.18.1 ®egepanbHOro 3akoHa OT
27.07.2006 N 152-®3 «O nepcoHafbHbIX
AOaHHbIX>;

3.5.5 ObecneymBaTb 6e30nacHOCTb
MepcoHanbHbIX AaHHbIX HKOHWNeBep B
COOTBETCTBUM C TpeboBaHUAMMK

3akoHogaTenbCTBa O 3aliuMTe [aHHbIX, B
TOM 4ucse npengycMoTpeHHsiMu CT. 19
®depepanbHOro 3akoHa ot 27.07.2006 Ne
152-03 «O nepcoHasibHbIX JaHHbIX»;

3.5.6 OcywecTBnaThb 0esaTesNIbHOCTb,
CBA3@HHYIO C obecneyvyeHnem
KOH(MAeHUNanbHOCTU 1 6e3onacHoCTun

nepcoHalJibHbIX AaHHbLIX B COOTBETCTBUN C
TpE6OBaHVI$IMVI 3aKoHOAaTeJIbCTBa
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activities;

3.5.7 Take the necessary steps to ensure
compliance with the obligations under the
Data Protection Legislation;

3.5.8 Not to provide access to Unilever
Personal Data to third parties and not to
distribute personal data provided by
Unilever without prior approval of Unilever;

3.5.9 Provide any support to Unilever in
preparing  and sending notices or
responding to personal data subjects or
government requests regarding to Unilever
Personal Data;

3.5.10 Promptly (and in any event within 1
(one) working days) from the moment of
receipt inform Unilever of any inquiries,
requests, or claims of personal data
subjects, public authorities or other
inquiries, requests, or claims relating to the
processing of Unilever Personal Data, as
well as provide any support for their
resolution;

3.5.11 Use Unilever Personal Data only for
the purpose for which it was provided under
a contract between the Partner and
Unilever, or to fulfill Unilever's instructions
to process the Personal Data;

3.5.12. Notify Unilever of Data Breach in
accordance with the provisions of Section 5
of this Agreement;

3.5.13. Provide, upon Unilever's request,
documents and other information
confirming that measures have been taken
and that Unilever has complied with the
requirements set forth in Article 6 of the
Federal Law of 27.07.2006 N 152-FZ "On
Personal Data".

3.6 Partner personnel
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3.5.7 NpuHumaTb HeobxoauMble Mepbl,
HanpasJiIeHHbIe Ha obecneyeHune
BbIMO/IHEHUS obs3aHHOCTER,
npenycMoOTpeHHbIX 3akKoHOAaTesIbCTBOM O
3almnTe faHHbIX;

3.5.8 He npepocTaBnaTb AOocTtyn K
MepcoHanbHbIM OaHHbIM FOHnneBep
TpeTbMM AMUaM W He pPacnpoCcTpaHATb
nonyyeHHole oT KOHUNeBep NepcoHabHble
JaHHble be3 npenBapuTesibHOro
cornacosaHunsa ¢ KOHunesep;

3.5.9 OkasbiBaTb 0Oy NoALEpPXKY
lOHMneBep B 4acTM MNOArOTOBKM W
HarnpaB/ieHNs YBeLOMJIEHUA WKW OTBETOB
Ha 3anpocbl M obpaweHns cybbekToB
NepCoHasNbHbIX DaHHbIX nnm
roCcyfnapCTBEHHbLIX OPraHOB B OTHOLWIEHUMU
MepcoHanbHbIX AaHHbIX KOHUNEBep;

3.5.10 He3ameanuTtenbHo, HO B JntO6oOM
c/ilydae He no3gHee 1 (opHoro) paboyero
OHS C MOMeHTa noJlyyeHus, coobwaTb
KOHnneBsep (o} NobbIX 3anpocax,
obpalleHnsax unm npeTeH3nsx cybbekTos
NepPCOHasbHbIX AaHHbIX, FOCYAAPCTBEHHbIX

opraHos nmbo VHbIX 3anpocax,
obpalleHmnax nnm npeTeH3usax,
kKacawowmxca obpaboTku [lepcoHanbHbIX

JaHHbIX KOHUNEeBep, a TakXe O0Ka3blBaTb
nobyto Noaaep XKy no Ux paspeLleHuto;

3.5.11 Ncnonb3oBaTb [MepcoHanbHblE
OaHHble HOHUMNEeBep TONLKO B uLensax, 414
KOTOpbIX OHW 6blNM MepepaHbl B paMKax
3aKJIl04YEHHOr o Jorosopa Mexay
MapTHepom n HHuneesep nambo B uUensx
ncnosHeHna nopydvyeHus HKOHuneBep Ha
06paboTKy NepcoHanbHbIX OaHHbIX;

3.5.12. YBegomnaTb KOHUNEBep 0 ciay4vasax
YTe4kn [aHHbIX B  COOTBETCTBUU C
MoOJIOXKEHNAMN pas3gena 5 HacTodAwero
CornaweHus;

3.5.13. MpepocTaBnaATb MO 3anpocy
KOHuneBep OOKYMEHTBI " NHYO
WHgopMauuio, noaTeepXxgawmLme
NnpUHATME Mep W cobnwaeHne B Uensx
NCMOSTHEHUSA nopyyeHuns KOHnnesep
TpeboBaHun, YCTAHOBJIEHHbIX CT. 6
®depepanbHOro 3akoHa ot 27.07.2006 N
152-®3 «O nepcoHasbHbIX OAaHHbIX».

3.6 NepcoHan MNapTHépa

Page 4 of 14 / CTp. 4 n3 14

Onsa Hepe3npeHToB PDO/For non-residents of the Russian Federation
CornaweHune 06 obpaboTke nepcoHalbHbIX AaHHbIX/ Personal Data Protection Agreemen
v.03-00-21-10-22.2

P



3.6.1. The Partner is obliged to ensure the
reliability of its employees, including
employees of its contractors,
subcontractors, agents or representatives
(hereinafter collectively referred to as the
"personnel"), including ensuring that the
Personnel: (a) processes Unilever Personal
Data exclusively in accordance with the
requirements of this Agreement; (b)
undergoes the necessary training on the
protection of Unilever Personal Data; (c)
Unilever is allowed to process Personal Data
only after signing agreements to ensure the
protection and confidentiality of Unilever
Personal Data.

3.6.2. The Partner guarantees that the
Person processing Unilever Personal Data
without the use of automation means is
informed of the fact of its processing of
personal data processed without the use of
automation means, the categories of
processed personal data, as well as the
specifics and rules of such processing
established by regulatory legal acts of
federal executive authorities, executive
authorities of subjects of the Russian
Federation, as well as local legal acts of the
Russian Federation (if any).

a 4. ENSURING THE
SECURITY OF PERSONAL
DATA
4.1 The Partner undertakes to take the
necessary legal, organizational and
technical measures when processing
Unilever Personal Data to protect personal
data from unauthorized or accidental access
to them, destruction, modification, blocking,
copying, provision, distribution of personal
data, as well as from other illegal actions in
relation to personal data.
The measures taken must comply with the
standards established by the Data
Protection Legislation, as well as ensure the
necessary level of protection of Unilever
Personal Data in accordance with the risks
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3.6.1. TMapTHép o0b6a3aH obecneynTb
HaOeXHOCTb CBOUX PabOTHWKOB, BKJOYas
paboTHMKOB ero noapsia4ynKoB,
cybnoppsaymkos, areHToB nnm
npeactasuTenen (fanee COBMECTHO -
«[lepcoHan»), B TOM 4ucne obecneyuTs,
4yTo MNepcoHan: (a) ocyliecTsnaeTt
obpaboTky MepcoHanbHbIX JaHHbIX
KOHnneBep NCKJIOYNTENTbHO B
COOTBETCTBUMU C TpeboBaHUAMMN
HacToswero CornaweHunsa; (6) npoxoauT
Heobxoammoe obyyeHme Mo Bonpocam
3alUNThI MepcoHanbHbIX NaHHbIX
lOHnnesep; (B) ponyweH kK obpaboTke
MepcoHanbHbIX OaHHbIX KOHUIEBEP TOJILKO
mocse nognucaHua  corfaweHunm  ob
obecneyvyeHunu 3almnThl n
KOH(UOEHLNANBHOCTN MNMepcoHanbHbIX
haHHbIX KOHMNeBep.
3.6.2. MMapTHép rapaHTupyer, 4yTo
MepcoHan, ocyuwecTBasowmMn obpaboTky
MepcoHanbHbIX AaHHbIX KOHWNeBep 6e3
NCNoJIb30BaHNA CpPeacTB aBTOMaTu3auuu,
nponHgopMmnpoBaH o akTe 06paboTkn UM
rnepcoHasbHbIX OaHHbIX, obpaboTka
KOTOPbIX oCyLLecTBNAeTCH 6e3
NCNoJIb30BaHNA CPeacTB aBTOMaTu3auuu,
KaTeropmsax obpabaTbiBaeMbIX
MepcoHasbHbIX [HOaHHbIX, a Takxe 06
0COBEHHOCTAX M NpaBWJlax OCYLLECTBNEHNS
Takon 06paboTku, YCTaHOBJIEHHbIX
HOPMaTMBHbLIMU MpaBoOBbIMU aKTaMu
dhenepalbHbIX OpPraHoB MWCMONMHUTESIbHON
BJ1IaCTWN, OPraHoOB MCMOJHUTEJNILHOW BRacTu
cybbekToB Poccuinckon depepaunn, a
TakK)XXe JIOKaJlbHbIMXA MPaBOBbIMU aKTaMWU
OHnnesep v NMapTHépa (Npu UX HaNN4YUN).
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4. OBECMNEYEHUE BE3OMNACHOCTHU
MEPCOHAJIbHbIX OAHHbIX

4.1 MapTHep o06s3yeTca npu obpaboTke
MepcoHanbHbIX OaHHbIX OHuNneBep
NpUHMMaTb  HeobxoAuMble  MPaBOBbIE,
OpraHM3auMoHHbIE U TexHU4Yeckme Mepbl
0N 3aWNTbl NepCoHallbHbIX OaHHbIX OT
HEeNpPaBOMEPHOro UaK cny4alHoro aocTtyna

K  HUM,  YHUYTOXKEHUS,  UN3MEHeHus,
6J10KNPOBaHNS, KOMupoBaHus,
npenocTaBseHUs, pacnpocTpaHeHus

nepcoHalJibHbIX OaHHbLIX, a TaKXe OT MHbIX
HENnpaBoOMeEpPHbIX OENCTBUA B OTHOLUEHUU
nepcoHalJibHbIX OaHHbIX.

MpuHNMaemble Mepbl OOJIKHbI
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and personal data threats specific to
Partner's and Unilever's personal data
information systems.

4.2 The Partner undertakes to

implement the following measures to
protect Unilever Personal Data:

4.2.1 Identify threats to the security of
Unilever Personal Data when processed in
the Partner's information systems;

4.2.2 Take organizational and technical
measures to ensure the security of Unilever
Personal Data during their processing in the
Partner's information systems, necessary to
meet the requirements for the protection of
personal data, implementation of which
ensures an adequate level of protection of
personal data.

4.2.3 Use information security tools that
have undergone an assessment of
compliance  with  Russian information
security legislation in accordance with the
established procedure, in cases where the
use of such tools is necessary to neutralize
current threats.

4.2.4 Appoint an officer responsible for the
security of personal data in the Partner's
information systems;

4.2.5 Evaluate the effectiveness of
measures to ensure the security of personal
data prior to the commissioning of the
Partner's information system;

4.2.6 Maintain and safeguard the Unilever
Personal Data containers.

4.2.7 Ensure control and timely detection of
unauthorized access to Unilever Personal
Data and take measures, including
detection, prevention and elimination of
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COOTBETCTBOBATb CTaHOapTaM,

YCTaHOBJIEHHbIM 3aKoHO4ATesNIbCTBOM O
3alWMTe OaHHbIX, a Takxe obecrne4dmBaTb

HeobxoQUMbIN  YPOBEHb  3aLUULLEHHOCTW
MepcoHasnbHbIX OaHHbIX FOHuneBsep
COOTBETCTBEHHO puUCKaM N yrposam
6e30MacHOCTM  MNEepCOoHaNbHbIX  OaHHbIX,

XapakKTepHbIM  Ons WH(OPMaLMOHHbIX
CUCTEeM MepCoHasibHbIX AaHHbIX lNapTHepa
n KOHnneBep.

4.2. MapTHep o00s3yeTCcA BbLINOJIHUTH
csepylouiye MeponpuaTUs No 3aliuTe
nepcoHasibHbIX AaHHbIX OHUNeBep:

4.2.1 OnpenenuTb yrpo3bl H6esonacHoOCTU
MepcoHasnbHbIX AaHHbIX KOHUNEBEp Npu nx
0bpaboTke B MHGPOPMALMOHHbBIX CUCTEMAX
MapTHepa;

4.2.2. TlpuHATb
TexHn4yeckue

OpraHu3aumoHHble "
Mepbl no obecnevyeHunio
6e3onacHocTnM  epcoHanbHbIX  AaHHbIX
IOHnneBep  npu nx  obpaboTke B
MHpopMaLMOHHBLIX cucteMax [lapTHepa,
HeobxoanMblie ans BbIMOJIHEHNS
TpeboBaHUIA K 3aWUTE MNepPCOHasbHbIX
AaHHbIX, ncronHeHme KOTOPbIX
obecneymBaeT  HagNexalwuh  ypOBEHb
3alMUEHHOCTU NepCoHaNbHbIX OaHHbIX.

4.2.3. TIpUMEeHNTb cpencTsa
MHopMmauun, npowenwine
OLLEHKU COOTBETCTBUA TpeboBaHMAM
3aKOHOdaTesIbCTBA Poccuinckon
depepaumm B obnactm MHPOPMaALIMOHHONM
6e3onacHOCTN B YCTAHOBNEHHOM MNopsiake,
B CJlydae, Korga rpuMeHeHne TaKnx
cpencTB HeobxoaAnMMO OS89 HEeNnTpanm3saunm
aKTyallbHbIX Yrpos.

3aLLUNThI
npoueaypy

4.2.4. Ha3Ha4ynTb AOOJ/MDKHOCTHOE  Nuuo,
OTBETCTBEHHOE 3a obecneveHune
6e30nacHOCTN NEepCOHasibHbIX [AOaHHbIX B
MHGOPMaALMOHHLIX cucTemMax MNapTHepa.

4.2.5. TpoBecTn oueHKY 3(OHeKTUBHOCTH
npuHMMaeMbix Mep Mo obecrneyvyeHunto
6e30MacHOCTM MnepCoHasibHbIX AaHHbIX [0
BBOJA B 3KcCMJyaTauuio UHPOPMaLMOHHON
cucTtemsl MNapTHepa.

4.2.6. Bectm y4yeT wn obecneymBaTb
COXPaHHOCTb HocuTenen llepcoHaNbHbIX
haHHbIX KOHNMNeBep.

4.2.7. Obecne4ynTb KOHTPOJIb "
cBoeBpeMeHHoe obHapyxeHune akToB
HEeCaHKLUMOHUPOBAHHOIO jocTtyna K
MepcoHasnbHbIM  gaHHbIM  KOHUNeBep w
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consequences of computer attacks on
personal data information systems and
response to computer incidents therein;

4.2.8 Ensure that Unilever Personal Data
that has been modified or destroyed due to
unauthorized access can be recovered;

4.2.9 Establish rules for access to Unilever
Personal Data processed in the Partner's
information systems, and define a list of
employees and other persons whose access
to Unilever Personal Data is necessary to
fulfill obligations under contracts concluded
with Unilever

4.2.10 Ensure that all actions taken with the
Personal Data of Unilever in the Partner's
information systems are recorded and
recorded, promptly providing access to such
records at the request of Unilever;

4.2.11 Organize a security regime for the
premises where the Partner's information
systems are located, preventing the
possibility of uncontrolled entry or stay in
these premises by persons who are not
entitled to access these premises;

4.2.12 Ensure recording, systematization,
accumulation, storage, clarification
(updating, modification), and extraction of
personal data of citizens of the Russian
Federation when they are collected using
databases located in the Russian
Federation;

4.2.13 Monitor the measures taken to
ensure the security of personal data and the
level of protection of personal data
information systems;

4.2.14 Provide upon request of Unilever a
comprehensive list of legal, organizational
and technical measures implemented by the
Partner to fulfill the requirements of this
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Unlleser
anlHﬂTl/le Mep, B TOM ymcie no
obHapy>XeHuto, npenynpeXxaeHuno "
JIMKBNOaunn I'IOCJ'Ie,D,CTBV||7| KOMMbIOTEPHbIX
aTaK Ha I/IH(popMaLl,VIOHHbIe cncrtemsbl
nepcoHalibHbIX AOaHHbIX n no
pearmpoBaHumio Ha KOMMbOTEPHbIE

MHUWNOEHTbI B HUX.

4.2.8. Obecne4ynTb BO3MO>XHOCTb
BOCCTaHOBJIeHUS [lepCcoHanbHbIX AaHHbIX
KOHnneBep, MOoONPULNPOBAHHBIX nnn
YHUYTOXKEHHbIX BCJieacTBue
HECaHKLMOHUPOBAHHOIMO AOCTYMa K HUM.

4.2.9 YcTaHOBUTb nMpaBwuia p[ocTtyna K

MepcoHanbHbIM OaHHbIM FOHnneBep,
obpabaTbiBaeMbiM B MHGPOPMALMOHHbIX
cnctemax  MapTHepa, w©  onpenennTb

nepevyeHb paboOTHMKOB W Apyrnx nauy,
[OCTYyN KOTOpPbIX K MNepcoHasnbHbIM AaHHbBIM
KOHunesep HeobxoamM ANA BbINOJAHEHUS
o6a3aTesibCTB B COOTBETCTBUN C
3aKJII04EeHHbLIMU C KOHMNEeBep AOroBopamMm

4.2.10 Obecne4ynTb perncTpaunio n ydet
BCEX nencTBun, coBepLuaeMbIx C
lMepcoHasbHbIMN OaHHLIMKM HOHWMNEeBep B
MH(pOPMaLMOHHBIX cucteMax [lapTHepa,
onepaTUBHO nMpenocTaBnas [oCcTyn K
TakuUM 3anucam rno 3anpocy KOHuesep;

4.2.11 OpraHun3oBaTb pexum obecneyeHus

6e30MacHOCTM TMOMELLEHNN, B KOTOPbIX
pa3sMeleHbl MHPOPMALMOHHbIE CUCTEMBbI
MapTHepa, NPenaTCTBYHOLWNN
BO3MOXXHOCTMU HEeKOHTpPO/INpyeMoro

MPOHUKHOBEHNA WK npe6b|Bava B 3TUX
noMmeweHmnax nuy, He wnMerlnx nnpaBa
0OCTyNa B 3TW NoMeLlleHnA,

4.2.12 ObecneuynTb 3anuce,
cucTeMaTm3auumio, HakomnmaeHne, XxpaHeHue,
yTOYHeHMe (oBbHOBNEHMEe, WN3MeHeHue),
n3BsevyeHune rnepcoHasbHbIX OaHHbIX

rpaxgaH Poccunckon ®depepauum npm umnx
cbope c wucnonbsoBaHmem 6a3 AaHHbIX,
Haxo4sALWNXCca Ha TeppuTopun Poccmninckom
depepaunn;

4.2.13 ObecneynTb KOHTPOJ1b 3a
MPUHMMaeMbiMNn MepaMu No obecnevyeHunio
6e30nNacHOCTN MepcoHaNbHbIX AaHHbIX U
YPOBHS 3alUULEHHOCTN MHEPOPMALMNOHHLIX
CUCTEeM NepcoHasibHbIX AaHHbIX;

4.2.14 MpepocTaBUTb rno 3anpocy
OHMNeBep wncYepnbiBalOWMNIA MNepeyvYeHb
MpaBoOBbIX, OpraHm3auNoHHbIX 7
TeXHUYeCKnx Mep, peann3oBaHHbIX
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Agreement, within 5 (five) working days
from the date of receipt of the request.

4.3 The Partner is obliged to implement and
comply with security measures in relation to
the Unilever Personal Data in accordance
with the Unilever Safety Standards (with
regards to periodic updates and changes to
such standards)

4.4 To perform work to ensure the security
of Unilever's Personal Data, the Partner may
engage legal entities on a contractual basis
that have a license to operate for the
technical protection of confidential
information in accordance with the terms of
this Agreement.

QX/

5.1 In the event that the Partner finds or has
reason to believe that a Data Leak has
occurred, the Partner shall immediately, but
in any case not later than 24 (twenty-four)
hours from the date of detection of such
Data Leak:

5. NOTIFICATIONS AND LEAKS
OF PERSONAL DATA

5.1.1 Notify Unilever of a Data Breach and
provide him with all information necessary
under Data Protection Legislation, including
information regarding:

(a) the occurred incident including
information regarding the nature of the
Data Breach, the approximate number
of Affected Data subjects and Unilever
Personal Data records;

(b) the alleged reasons that led to the
violation of the rights of personal data
subjects;

(c) alleged harm to the
personal data subjects;

rights of

(d) the remedial measures taken and
any other response to the Data Leak
taken or recommended by the Affiliate
to remedy the Data Leak and/or
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MapTHepoMm C Lenbto BbINOJTHEHNS

TpeboBaHnn HacTosdwero CornaweHus, B
TeyeHne 5 (natu) paboumx gOHenm
MOMEHTa MOJIy4EHUSS COOTBETCTBYIOLLErO
3anpoca.

4.3 MapTHep o0653aH BHedpsATb U
cobnonaTb Mepbl no obecnevyeHuto
6e3onacHocTn  [epcoHaNbHbIX  AaHHbIX
FOHnneBep B COOTBETCTBUMU co
Ctanpgaptamu 6e3zonacHocTn KOHmnnesep (c
y4yeToM nepuoanvyeckmx oOHOBNEHUA WU
W3MEHEHNN TaKMX CTaHOapToB).

4.4 Nns BbinonHeHUs paboT no
obecneveHunto besonacHoCcTU
MepcoHanbHbIX AaHHbIX KOHMNEBep,
MapTHepoM MOryT NpuBJIEKaATLCA Ha
0OrOBOPHOW OCHOBE topuanyeckue nuua,
NMeoLWwme TNLEH3NI0O Ha AeATEeNbHOCTb Mo
TeXHUYEeCKOW 3aWmTe KOHPNAEHLNANBLHON
MHgOopMaLMM B COOTBETCTBUN C YCJIOBUSMU
HacToAwero CorsaweHuns.

5. YBEOOMJIEHUA n
MEPCOHAJIbHbIX OAHHbIX

YTEYKHA

5.1 B cnyydae, ecnum MNapTHep y3HaeT win y
Hero nosBATCA OCHOBaHMA MNofnaraTb, 4TO

rnpomsowna YTeyka pJaHHbIX, [lapTHep
obs3aH He3amMenLNUTeENbHO, HO B nOb6oM
c/lyd4ae He nos3fgHee 24 (pBaguaTw

YyeTbipéx) 4YacoB C MOMeHTa obHapy)XeHus
TaKom YTEeYKN JaHHbIX:

5.1.1 YeBepomuTb HOHuneesep 06 YTeuke
OaHHbIX U  NpefocTaBUTb eMy  BCHO
MHpopMaLuto, Heobxoaoumyto B
COOTBETCTBMM C 3aKoHO4AaTeNbCTBOM O
3awuTe OaHHbIX, B TOM yucne
MHopMaLnio:

(a) npounsoLieguem VHUNOEHTE,
BKJIlOYasa WHGOpMaLUIO O XapakTepe
YTeuku OAHHbIX, npumMepHOM
KOJIMYEeCTBE 3aTPOHYThbIX CybbeKToB
MepcoHasbHbIX [OaHHbIX W 3anucen
lMepcoHanbHbIX gaHHbIX KOHMNeBep;

(b) npegnosnaraembix npuynHax,
NOBAEKLINX HapyLleHune npas
Cy6beKTOB NMepcoHasibHbIX AaHHbIX;

(c) npeanosiaraemMom
HaHeCeHHOM rnpaBam
NnepcoHasbHbIX AaHHbIX;

Bpene,
cybbekToB
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possible adverse consequences;

(e) any existing or anticipated
involvement of public authorities.

if the Partner is unable to provide the
necessary information before the
expiration of the specified period, he
must immediately inform Unilever
about the reasons for the delay and the
expected timing of the provision of
information, regularly notifying Unilever
of the development of the situation;

5.1.2 Investigate the Data Breach and
provide Unilever with detailed information
about the results of the investigation no
later than forty-eight (48) hours after the
Data Leak was identified, including details
of the individuals whose actions caused the
identified incident (if any);.

5.1.3 Take the necessary measures and
assist Unilever to minimize or eliminate any
losses that may be caused as a result of the
Data Leak, as well as to prevent repeated
Data Leak, including the possible
suspension of Personnel from performing
work / providing services for Unilever.

5.1.4 At the request of Unilever, assist in
providing the necessary information to the
relevant state authorities or affected
Personal Data Subjects.

..0
Bo® 6. SUBCONTRACTORS

6.1 The Partner is not entitled to entrust the
Processing of Personal Data by Unilever to
its contractors, subcontractors, agents and
other third parties (hereinafter referred to
as the "Subcontractors") until such actions
are agreed with Unilever. Subcontractors
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(d) NpuHATBIX Mepax Mo YyCTPaHEHUO

nocneacTBUN YTEYKM OaHHbLIX, @ TakxXe
NoBbIX NHBIX Mepax pearnpoBaHUs Ha

YTeuky AaHHbIX, KoTopble
NPUHUMAIOTCS  WIN  PEKOMEHAYIOTCS
MapTHepoM B LUeNsiXx YyCTpaHeHus

YTe4ykn pQgaHHbIX Wn/nan
HeraTuUBHbIX NOCNenCcTBUN;

BO3MO>XHbIX

(e) nwboM  CyLecTBYWOLWEM  WUan
npegnonaraem yy4acTumm
roCyAapCTBEHHbIX OPraHoB.

ecnn MapTHep He CcMOXeT
npenocTaBnTb Heobxogumyto
nHpopMaLuo no ncrevyeHums
yKa3aHHOro  Ccpoka, OH  [OOJDKeH
He3aMenJInTenNbHO coobwmnTh

tOHMNeBep 0O MNpPUYUHAX 3aLEPXKKU U
0XKMOAEeMbIX CPOKaxX MpenocTaBieHns
MHOpPMaLWUK, perynspHo un3Bewas
OHMNeBep 0 pa3BUTUN CUTyaLNN;

5.1.2 PaccnepoBaTb YTeYKY [aHHbIX U

npenoctaBute  KOHMNeBep  noapobGHyto
NHdopMaLInio o pe3ynbTaTax
paccnenoBaHus He no3aHee 48 (copoka
BOCbMW) YacoOB C MOMEHTA BbIABEHMUA
YTeYkn [OaHHbIX, BKJlOYas CBeOeHUs O
Muax, LeNCTBMS KOTOPbIX cTanm

MPUYNHOW BbISBJIEHHOrO0 MHUWAEHTa (npw
Hann4Yun);

5.1.3 MpuHATb HeobxoauMble M™Mepbl, a
TakXe oKasaTb copencrteme KHunesep
ong  MUHUMU3AUUW  UAKM YCTPaHeHUs
noboro yuiepba, KOTOpPbIA MOXeT ObITb
MPUYMHEeH B pe3synbTaTe YTeuykn OaHHbIX, a
TakXe AN npenoTBpalleHns MOBTOPHOWN
YTeykn [aHHbIX, BKJIlOYasd BO3MOXXHOe
OTCTpaHeHue [lepcoHana OT BbIMNOJIHEHUA
paboT / okasaHus ycnyr ans FOHunesep.

5.1.4 Mo 3anpocy KOHuneBep
CoOoencTBoBaTb B npenocTaBsIEHNN
Heobxoanmon MHgopMaLmn B
COOTBETCTBYOLLME rocygapCTBEHHbIE
opraHbl  uUnAu 3aTpoHyTbiM CybbekTaM
nepcoHasbHbIX OaHHbIX.

6. CyenoaPAA4YNKN

6.1 [lapTHep He BNpaBe nopy4aTb
O6paboTky MepcoHanbHbIX DaHHbIX
KOHnneBsep CBOUM noapagymkam,
cybnogpsgymkaMm, areHTam W  AOpPYrum
TpeTbUuMm nmuam (nanee -

«Cybrnoapsaayumnkm») 0O  CcOorjacoBaHus
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who are permitted to process Unilever
Personal Data are indicated in the relevant
Processing Instructions.

6.2 The Partner guarantees that the
Subcontractors have assumed the same
contractual obligations in relation to the
processing of Unilever Personal Data as
provided for in this Agreement, and the
Partner will remain fully responsible to
Unilever for the fulfilment by the
Subcontractor of such obligations, as well as
for any actions or omissions of the
Subcontractor related to the processing of
personal data as if they were its own.

6.3 Prior to engaging a Subcontractor to
process Personal Data, Unilever Partner
undertakes to conduct a preliminary check
of such Subcontractor to ensure its ability to
comply with the requirements of this
Agreement regarding the security and
confidentiality of personal data, as well as
to immediately provide confirmation of such
verification at the request of Unilever.

—> 7. DATA TRANSFER

7.1 The Partner has the right to transfer
Unilever Personal Data outside of the
Russian Federation only if the Partner has a
legal basis and has obtained Unilever's
consent for the transfer, as well as such
transfer complies with the applicable Data
Protection Legislation.

§§ 8. INFORMATION AND AUDIT

8.1 The Partner shall provide Unilever, at its
request, with documents and information
necessary to confirm that the Partner has
taken measures and complies with the
requirements set forth in the Data
Protection Legislation and this Agreement in
order to perform the order of Unilever or

\¢
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TaKUX nencTBuin C HUNEBED.
Cybnoapanyvkn, KOTOPbIM  pa3peLlueHo
obpabaTbiBaTb [lepcoHafibHble  OaHHble
KOHnneBep yKa3blBalOTCA B
COOTBETCTBYIOLLEN NHCTpYKLMN no
obpaboTke.
6.2 MapTHep rapaHTupyer, 4yTO
Cybnoapanyumkn npuHannm Ha cebe Te xe
0OroBOpHLIE obsizaTenbCTBa no
OTHOWeHUto K obpaboTke [epcoHanbHbIX
OaHHbIX FOHnneBep, Kakune
npeanycMoTpeHbl HaCTOoAWMM
CornaweHuem, wn T[lapTHep ocCTaHeTcCsA
MOJIHOCTbIO OTBETCTBEHHLIM nepen
FOHnneBep 3a BbIMOJIHEHUNE

CybnoapagymkoM Takux ob6s3aTenbCcTB, a
TakXxe 3a ntobble nencTeuns nnn
bespenctene Cybnoapsigumka, CBsi3aHHblE
Cc 06paboTKOM NepcoHaNbHbIX OaHHbIX, KakK
ecsin 6bl OHW BbIIN ero cobCcTBEHHBIMM.

6.3 Lo npusnedeHus Cybnoapsavmka K
obpaboTke MepcoHasnbHbIX OaHHbIX
KOHnnesep lMapTHep o06sA3yeTcs mpoBecTun
npeaBapuTeNbHYO npoBepKy Takoro
Cybnogpagynka, 4tobbl ybeanTbCca B €ro
CnocobHOCTWM  BbLINONHUTL  TpeboBaHUSA
HacTosAwero CornaweHns B OTHOLUIEHUNU
obecneyeHns 6e3onacHoOCTH "
KOH(UOEHUNAIBHOCTH rMepcoHasIbHbIX
JaHHbIX, a TakXe He3aMeanTesIbHO
NpenocTaBUTb  MNOATBEP)XOEHUE  Takom
npoBepku no 3anpocy KOHunesep.

7. NEPEOAYA OAHHbIX

7.1 MapTHep BrpaBe rnepenaBsaTb
MNepcoHanbHble paHHble HOHWNeBep 3a
npenensl Poccuinckon depepaumm TONbKO
npu HaanyMu TrpaBOBOro OCHOBAHUA W
nonyyeHunsa ot KOHuneBep corsacmsa Ha uUx

nepepavy, a TakKXe TrMpu YCNOBUK, 4YTO
Takas nepepada CoOoTBeTCTBYeT
npMMeHnMomy 3akoHoJaTeNbLCTBY o]

3alnTe gaHHbIX.

8. UH®OPMALUMA N AYOUT

8.1 T[apTHep o0653aH nNpenocTaBnsATb
FOHMNeBep NO ero 3ampocy AOKYMEHTbl W
nHdopmMaLuio, Heobxoaunmble ons
noaoTBepPXAeHMNS NPUHATUSA mep "
cobnogeHna [lMapTHepom  TpeboBaHUN,
npeaycMoTpPeHHbIX 3aKoHoAdaTesIbCTBOM O
3awunTe JaHHbIX n HaCToAWMM
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fulfill obligations under the agreement
concluded between the Partner and
Unilever.

8.2 If there is the prior notice, the Partner
shall provide Unilever and/or its
representatives with access to the territory
of the Partner, Personnel and relevant
accounting data of all persons engaged by
the Partner for the processing of Unilever
Personal Data, for the purpose of
conducting an audit of the Partner, the
persons involved by him, systems and
processes for their compliance with
applicable Data Protection Legislation and
the terms of this Agreement, unless (a)
there is reason to believe that a Data Leak
has occurred, or (b) the audit is related to a
request from public authorities (in such
cases, the audit may be carried out without
prior notice).

8.3 If during the audit any breach of
obligations imposed on the Partner by the
Data Protection Legislation or this
Agreement is revealed, the Partner is
obliged to eliminate the revealed violations
immediately, at its own cost and expense,
and to take sufficient measures to prevent
the recurrence of violations.

8.4 Based on the results of the audit,
Unilever has the right to request the
adoption of additional security measures,
including the creation of a backup system
for the protection of Unilever Personal Data
and to store their copies and backup files
with Unilever Personal Data under the
control of Unilever. The parties should agree
on the introduction of additional security
measures if it's necessary.

8.5 Unilever has the right to share any
information, documents or data provided by
or on behalf of the Partner to verify the
Partner's compliance with the Data
Protection Legislation and this Agreement
with any other Unilever group company, its
consultants and/or governmental
authorities.
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CornawieHunewm, B uenax NCronHeHnA
nopy4veHumsa POvaeBep nnn BbIMNOJIHEHUSA

obs3aTenLCTB no norosopy,
3aKJl04EHHOMY  Mexay [apTHepom
HOHnneBep.

8.2 [Tllpu ycnoBunm npenBapuUTenbHOro
yBeLOMNEHMS, MapTHep OOJIKEH
npepnoctasnatb KOHunesep wu/wnanm  ero
npegcrasuTensaM AOCTYM Ha TeppuTopuio
MapTHepa, K MepcoHany n

COOTBETCTBYIOWMNM [OaHHbIM Yy4yeTa Bcex
vy, npuBneYeHHblXx [MapTHepom AN
06paboTku MepcoHanbHbIX OaHHbIX
IOHMNeBep, B UeNsX NpoBefeHUs ayauTa
MapTHepa, NpUBAEYEHHbIX UM JINL, CUCTEM
1 NpoLEeccoB Ha NpeaMeT NX COOTBETCTBUS
NPUMEHNMOMY 3aKoHOOATEeNbCTBY o)
3alUMTe AaHHbIX N YCJIOBUSAM HACTOALWLEro
CornaweHusi, 3a WUCKJIIOYEHUEM Cly4Yaes,
Koraa (a) ecTb OCHOBaHWA monaraTb, 4TO
npousolna YTeyka AaHHbIX, uau (6) ayanT
CBsi3aH C 3aMpoCcoM roCyAapCTBEHHbIX
OpraHoB (B TakUX CayyYaax ayauT MOXXeT
nponssoanTbca 6e3 npeaBapuTenbHOro
yBeOMNEeHNA).

8.3 Ecnm B xone ayauTa 6yneT BbISIBNEHO
Kakoe-nnbo HapyLleHune MapTHepoMm
06513aHHOCTEN, BO3JIOXKEHHbLIX Ha Hero
3akoHOL4ATENbCTBOM O 3aliUTe [aHHbIX
nnn Hactoswmm CornawieHvem, MNapTHep

obazyeTca HesamennMTeslbHO,  CBOUMW
cunaMm M 3a CBOW CYeT, YCTpaHUTb
BbIIBJIEHHbIE  HapyLleHUs U1  MNpUHATb

[OCTaTOYHbIE Mepbl ANs NMpefoTBpaLLeHUs
MOBTOPHOIr0 BO3HUKHOBEHUS HapyLUEHN

8.4 KOHWneBep No ntoraMm ayguTta Brnpase
notpeboBaTb MNPUHATUSA AOMNOJIHUTENbHbIX
mep 6e3omacHoOCTM, B TOM 4uKCJie CO30aTb
pe3epBHYIO cucTtemy 3aWnThl
MepcoHanbHbIX AOaHHbIX HKOHWnesep U
XPaHUTb NUX KOMWW N pe3epBHble Palsibl C
lMepcoHasbHbIMN OaHHbIMU HOHWEeBep Moa
KoHTposieM HOHunesep. CTOPOHbLI AOJIKHbI
corsiacoBaTb BBeeHWe [OOMOJIHNTENbHbIX
Mep 6e3onacHocTHn B cny4dae
HeobxogumocTn.

8.5 OHunneBep BnpaBe OenuTbCa NtOb6LIMK
cBefeHnsaMu, [OKYMEeHTaMu nnun
MHopMaLmen, KOTopble NPenoCTaBNATCA
MapTHEpPOM wWAM OT €ero UMEeHW B Lensax
NnoOTBEPXKOEHNSA COOTBeTCTBUSA [lapTHepa
TpeboBaHuaAM 3aKoHoOaTenbCTBa 0
3awunTe OaHHbIX " HacTosILWero
CornaweHwus, ¢ nobon Apyron KoMnaHuen
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9.1 The Partner shall protect the interests of
Unilever and indemnification of Unilever
and/or the relevant Unilever group of
companies at their request for any Data
Protection Losses arising from Unilever, the
Unilever group of companies or their
agents, including whether arising directly or
indirectly from:

9. LIABILITY

9.1.1 any breach by the Partner of its
obligations under the Data Protection
Legislation or this Agreement;

9.1.2 actions of the Partner (or any person
acting on his behalf), committed not on the
basis of or in violation of the Instructions for
the processing of Personal Data by Unilever.

9.2 In case that a third party claims against
Unilever related to violations committed by
the Partner during the processing of
personal data, the Partner undertakes to
settle such claims independently and at its
own expense, in particular: to fulfill the legal
requirements of a third party, to enter into
legal proceedings on the side of Unilever, to
give the necessary explanations and
provide documents in case of requests from
state bodies , conducting inspections or
initiating cases of administrative offenses,
compensate a third party and (or) Unilever
for the losses caused.

9.3 The financial Ilimits of liability
established by separate agreements
between the Partner and Unilever do not
apply to the guarantee of compensation for
Losses provided for in this section.

9.4 The Losses provided for in this section
shall be payable by the Partner within ten
(10) business days of the filing of the claim
from Unilever and/or the Unilever group of
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rpynnel  Unilever, ee KoOHCy/lbTaHTaMU 1
(nnn) rocynapcTBeHHLIMU OpraHamu.

9. OTBETCTBEHHOCTb

9.1 MapTHep ob6sA3aH 3aWnLLaTb UHTEPECHI
lOHnneBep un obecneynTb BO3MelleHUE

KOHnneBep n/mnu COOTBETCTBYIOLLEN
komnaHuu  rpynnbl  Unilever no  wux
TpeboBaHuto nobon Yuiepb, cBSA3aHHbIN C
3alunTon NepCcoHasbHbIX OaHHbIX,
BO3HUKWMA Yy  OHMNeBep, KOMMNaHUU

rpynnel Unilever nnnm ux areHToB, B TOM
yucse BO3SHMKLUUN MPSIMO WUJIN KOCBEHHO B
CBSA3U C:

9.1.1 nobbiMm HapyweHneMm [apTHepom
cBoux 06A3aTenbCTB NO 3aKOHOAATENbLCTBY
O 3alWuTe [JaHHbIX WIKW  HacTodAlemy
CornaweHwuio;

9.1.2 pencTtemamun MapTHEpa (nnn nwboro
nvua, QOENCTBYIOWEro OoT €ero WMEeHNn),
COBEpPLUEHHbIMW HEe Ha OCHOBEe WIN C
HapyweHnem WHcTpykumn no obpaboTke
MepcoHanbHbIX AaHHbIX KOHMNEBED.

9.2 B cnyyae, ecnm TpeTbum nuuom 6yayT
npenbasneHsl TpeboBaHMs kK HKOHunesep,
CBSI3aHHblE C HapyLleHnaMu,
aonyuweHHbiMK MapTHepoM npu obpaboTke
nepcoHasbHbIX OaHHbIX, MapTHep
obsa3yeTcs yperynmpoBaTb Takune
TpeboBaHNA CaMOCTOATENbLHO M 3a CBON
CYeT, B YACTHOCTW: BbIMOJHUTb 3aKOHHbIE
TpeboBaHUA TpeTbero nuua, BCTYNMUTb B
cynebHbIn NpoLecc Ha cTopoHe KOHuNeBep,
haBaTb  HeobxoouMble  MOACHEHUS W
npenocTaBnsATb [OOKYMEHTbl B  Clly4vae
NOCTYMJIEHNS 3anpocos oT
rocyfapCTBEHHbIX OpPraHoB, MNpoBefeHns
UMN NPOBEPOK MAn BO3GyxaeHus pen ob
aAMUHUCTPATUBHbIX npaBoOHapYLUEHUSX,
KOMMEHCMPOBaTb TPETbeMy auuy u (nnn)
KOHMNeBep NpnYnNHEeHHbIN yLiepb.

9.3 drHaHCOBbIE JIMMUTbI
OTBETCTBEHHOCTMH, YCTaAHOBJIEHHbIE
oTAeNbHbIMU cornaleHusamMmn Mexxnay
MapTHEpPOM n OHunesep, He
pacnpoCcTpaHalTCS Ha rapaHTuio
KoMmneHcauun Yuwepba, npeaycMOTpeHHYIo
HaCTOSALMM pa3aesioM.

9.4 KoMmneHcauus Ywepba,
npenoycMoTpeHHasa HacTosWMM pa3nesiomMm,
noanexuTt BbinsiaTe MNapTHepoMm B TeyeHne
10 (pecatn) paboymx p[HEN C MOMEHTa
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companies.

10. DELETION OR RETURN OF
PERSONAL DATA

84

10.1 In case of achievement of the purpose
of processing personal data, the Partner
undertakes to stop processing personal data
and destroy them within a period not
exceeding 30 (thirty) days from the date of
achievement of the purpose of processing
personal data, or earlier on the basis of the
relevant instruction from Unilever, but not
later than 10 (ten) business days from the
date of receipt of such instructions.

10.2 In case of withdrawal by the subject of
personal data of consent to the processing
of his personal data, the Partner undertakes
to stop their processing and, if the storage
of personal data is no longer required for
the purposes of processing personal data,
destroy personal data within a period not
exceeding 30 (thirty) days from the date of
receipt of the said feedback.

10.3 Destruction of personal data should be
carried out by the Partner in a secure way
that makes it impossible to restore the
content of personal data in the Partner’s
information systems or their media, unless
their storage is required by applicable law.

10.4 In the event that personal data is
terminated at the request of Unilever or in
connection with the termination of the
Contract which is the basis for personal data
processing, Partner shall return the personal
data to Unilever by secure transfer in the
format requested by Unilever.

10.5 If Unilever Personal Data cannot be
destroyed within the time period specified
in this Section, Partner shall block such
personal data and ensure its destruction
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Unilover
npeabsBneHUs COOTBETCTBYIOLLEFO
TpeboBaHus oT OHuNeBep n/nnn
KomnaHuu rpynnsl Unilever.
10. YOAJNEHWE nnn BO3BPAT
MEPCOHAJIbHbIX OAHHbIX
10.1 B chiy4ae  OOCTUXKeHUS uenu
06bpaboTku rnepcoHasbHbIX OaHHbIX
MapTHep obs3yeTCs npekpaTuTb
06paboTKy nepcoHasbHbIX AaHHbIX U

YHUYTOXKUTb UX B CPOK, HE MpPEBbILLAOLLNIA
30 (TpnpuaTtn) OHEM C faTbl OOCTUXKEHUS
uenn obpaboTKM MepcoHasbHbIX OaHHbIX,

nmnbo paHee Ha OCHOBaHUN
COOTBETCTBYHLLErO yKa3aHus oT
KOHuneBep, HO He no3gHee 10 (mecsaTwn)
pabouynx nOHeln C MOMeHTa MosyvYeHus
TaKoro yKa3aHus.

10.2 B cnyvyae oT3biBa CcybbekTom
MepcoHasibHbIX  AdaHHbIX Ccorjacus  Ha

06paboTKy ero nepcoHasbHbIX HOaHHbIX

MapTHep o06sA3yeTca npekpaTuTb  UX
06paboTKy 1 B ciyyae, ecsim coxpaHeHue
nepcoHasbHbIX OaHHbIX 6onee He
TpebyeTcs aons Luenemn 06paboTku
NepPCOHasNbHbIX  OaHHbIX, YHUYTOXUTb
nepcoHasibHble faHHble B CPOK, He
npesbiwamwnn 30 (TpuauaTtn) AHen C

AaTbl NOCTYNNEHNA YKa3aHHOIo OT3biBa.

10.3 YHNYTOXEHME MepPCOHasIbHbIX AaHHbIX
OOJKHO ObITb ocyulecTBsieHo [MapTHepom
6e3onacHbIM cnocobom, obecneyvymBatoLm

HEBO3MOXXHOCTb BOCCTAHOBJIEHUSA
cofep)XaHus nepcoHasibHbIX OaHHbIX B
MHOPMaALMOHHBLIX cucTtemMax [lapTHepa

WM WX HOCUTENen, ecanm TONbKO WUX
XpaHeHne He Tpe6yeTcs| B CcooTBeTCTBUN C
D,GVICTByiOUJ,I/IM 3aKoHOOaTe/NIbCTBOM.

10.4 B cny4ae npekpalieHua obpaboTku
nepcoHasibHbIX AaHHbIX Mo TpeboBaHUIO
IOHMNeBep MAM B CBA3U C MpekpalleHunem
JoroBopa, ABNASIOWErocsi OCHOBaHMEM AnA

0bpaboTku rnepcoHasibHbIX OaHHbIX,
MapTHep obsA3yeTCA BEPHYTb
lMepcoHanbHblE OaHHble FOHnneBep

nocpeacteom 6e3onacHon nepepadn B
¢dopmaTe, 3anpowieHHOM KOHUNeBep.

10.5 B cny4yae OTCYyTCTBUS BO3MOXXHOCTU
YHUYTOXEHNA  [epcoHasibHbIX  OaHHbIX
KOHMNeBep B Te4eHMe CPOKa, YKa3aHHOro B
HacToALeM paspene, MapTHep
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within no more than six (6) months, unless ocywecTBnseT 6noknpoBaHune Taknx
otherwise provided by law. rnepcoHasibHbIX AaHHbIX U obecneymBaeT ux

YHUYTOXKEHNE B CPOK He 6onee 4yem 6
(wecTb) MecsiLEeB, ecnun nHoe He
npenoycMoTPEHO 3aKOHOM.
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